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The State of Utah’s mainframe systems currently accept job submissions from external NJE
NODES. These jobs are allowed to execute based on an authorized Userid and Password in their
job cards. Under this scenario, the actual SUBMITTER of the job is unknown to our RACF
security system.

In order for ITS to implement JESJOBS security (the ability to secure job submission based on
JOB NAME and SUBMITTER) and to improve security by removing passwords from these job
cards, ITSwill implement security for all jobs originating from external NJE NODES.

As of the effective date all jobs originating from external NJEs will be required to have local
security definitions (RACF NODES profiles) containing the following information:

External NJE node (where the job originates from).

Name of the company or organization hosting the NJE node.

External USERID that submits the job on the remote system.

Contact person at the external location (owner of the external Userid).
Phone number for the contact person at the external location.

DEFAULT GROUP of the external Userid (can be provided by your RACF
administrator).

Aswith all security requests, thisinformation should be forwarded to ITS Security through
authorized agency security administrators.

Questions about this bulletin can be emailed to dsecuri t y@it ah. gov.




